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Automatic Surveillance and CCTV Operator Workload

Abstract

Despite the recent technological advancements in developing automatic surveillance
systems, their effectiveness is usually affected by different factors and they are not
completely reliable. These “imperfect” systems might still be useful if they inform users of
their deficiency. In other words, if the automatic system could inform the user about its
level of confidence in the generated alarms, then the users’ reliance on the system would be
increased. A series of experiments were designed to investigate various design features
such as functionality of automatic system (Spotting and Tracking) and different levels of
accuracy (66% and 75%). Also, three levels of “confidence information” (no confidence
information, unreliable confidence information and reliable confidence information) were
introduced which demonstrated the likelihood of the alarm to be true positive. The
workload of operators was measured to investigate the efficiency of each of the modes. A
total of 24 students took part in these experiments. The results showed significant reduction
in workload when there is “reliable confidence information”. Slight increase in the accuracy
and variation in functionality failed to produce evidence of change in workload. This
project confirms that effectiveness of imperfect automatic surveillance system currently
available can be improved with simple non technical design modifications. This project also

emphasises the need for further research in the area.

Keywords: Automatic surveillance systems, CCTV, workload assessment, reliance
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1 Introduction
Closed Circuit Televisions (CCTV) have long been used as a powerful surveillance tool for

fighting crimes. As Ainsworth (2002) pointed out, CCTV is the finest weapon in security
armoury. Video security and surveillance technology has advanced further and faster in
recent years than any other time period. However the effectiveness of these systems is still
mostly limited to post-incident investigation. Automatic surveillance systems are developed
to expand the effectiveness of CCTV cameras, but the extent of their effectiveness depends

on various factors in addition to the technological advancements.

Automation is used in complex situations to reduce the workload put on the human operator
and consequently to increase the productivity and enhance the performance. Workload
assessment of operators while using an automatic surveillance system can provide system
developers with information about the systems’ effectiveness. Furthermore, depending on
automation is not only related to the accuracy of the system but also to the human

operators’ reliance on automatic system

The design of automatic surveillance systems can determine the level of reliability and
increase the effectiveness of the surveillance. Automatic surveillance systems are
interactive systems and human operators play a central part. Therefore, applying principles

of Interaction design should theoretically enhance the performance.

“Offer informative feedback™ is one of the eight golden rules of interface and interactive
system design proposed by Shneiderman (Shneiderman 1997). The feedback given to
participants in this study was the level of systems’ confidence in the generated alarms to be
true positive. The idea was similar to a study conducted by Dzindolet et al., (2003), where
users of an automatic aid could see a bar graph of their own performance and the aid’s
accuracy. It was assumed that giving users some feedback regarding the performance of
automatic aid can increase the trust and reliance on the automatic system. Similarly if
CCTYV operators were informed about the systems’ confidence in detecting a target, their

performance should presumably increase.
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Riley (1996), proposed a theory for automation use. In this theory a set of factors affecting
the reliance on automation was identified. These factors were: risk, fatigue, state learning,
confidence and trust. In a similar study by Jamieson (2007), usability of the automatic aid

was considered to influence the users’ reliance on the system.

Automatic surveillance systems are used for detecting objects and tracking them and in
higher levels to analyse the behaviour of targets (Valera and Velastin, 2005). In operator’s
surveillance both detecting and tracking are bound together (i.e. one cannot track a target
without detecting it first). However in automatic surveillance system there might be a trade-
off between the two. Cases that are easy to detect are not necessarily easy to track and vice
versa (Dick and Brooks, 2004). It is useful to know which one is easier for human operator

to enable automatic system developer to choose when compromising is necessary.

Although computer vision algorithms responsible for detection and tracking have
reasonably acceptable performance in laboratory, in real life situations their effectiveness is
no where near acceptable (Dee and Velastin, 2007). In this project an automatic
surveillance system was prototyped using the “Wizard of Oz” technique. Two levels of
accuracy have been studied, the first set (66%) was obtained from the similar systems
currently available in the literature and the second one (75%) tested the effects of a small

increase to the accuracy.

The automated system simulated in this project provides users with information termed in
this report as “confidence information”. This information is the extent to which the system
is certain about its choice. Furthermore two system functionalities (detection or tracking)

and difference accuracy levels (66% and 75%) were investigated.

This report consists of 6 chapters. Chapter two reviews the published work and related
research. This information has been used as the base for the experiment designed in this
project. Chapter three describes the methodological strategy applied for the implementation
of the experiment and the apparatus required for setting up the experiment. Chapter four

reports the results of the experiment and chapter five discusses the results and justifies them
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as well as comparing them with similar studies. Finally, chapter six attempts to derive a set

of recommendations for future studies.

Nastaran Dadashi 10



Automatic Surveillance and CCTV Operator Workload

2  Literature Review
| Closed Circuit Television
211 Overview

Monitoring CCTV cameras
Proactive monitoring
Reactive Monitoring
Responsibilities

Challenges m monitoring CCTV cameras

[ =] [ [ =]
[N ]
b

a H
Mo F e e " e o

3.1 Situation Aw areness
32 Vigilance
33 Mental Model
2. Automatic surveillance svstems
4.1 Automatic surveillance systems’ key functions
4.2 Challenges
2.5 Automation and quality of surveillance

in

Workload
T ask Complexity
Accuracy
Trust in automation
Reliance
LMental Workload Assessment techniques
Primary and secondary task performance measures
Physiological measures
Subjective-rating technigques

in

int

b=+ =¥ b+ ¥ B
;J'I I'J'.
n i

[
L=

[ S
o o Oh
bt

2 Literature Review

In this section, the published work on monitoring Closed Circuit Television (CCTV) and
automatic surveillance systems has been reviewed. In section 2.1, the general literature on
Closed Circuit Television has been reviewed. Section 2.2 covered CCTV operators’
responsibilities and the challenges which imply the need for automatic systems which are
reviewed in Section 2.3. Section 2.4.discussed the features of current automatic surveillance
systems and their effectiveness. Section 2.5 studied the human automation interaction and
the factors affecting users’ reliance on automation .In order to assess the effect of difference
design features of automatic surveillance system, workload assessment techniques was

reviewed in Section 2.6.
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2.1 Closed Circuit Television
2.1.1 Overview

We live in a “Big Brothers™ world. According to “Nacro”, Crime and Social Policy Section
briefing (Armitage, 2002) the extent of Closed Circuit Televisions (CCTV) coverage in the
UK is estimated by 5,238 cameras in 1997. This number has increased dramatically to
4,000,000 cameras in 2007 (Armitage, 2002). The aim of applying CCTV is to reduce
social offences and crimes by deterrence, monitoring the scenes (reactive surveillance),
alteration of a potential victim, presence of a capable guardian and detection (proactive

surveillance) (Armitage, 2002).

Unlike robbery and assault which can be reduced through the deterrence effect of CCTV
and might be solved through forensic analysis of video footages, public transport systems
such as the rail way stations are more vulnerable to severe events such as terrorist attacks,
suicidal attempts and trespassing which require continuous monitoring of video footages.

Automatic surveillance systems are to assist operators in this matter.

The present project aims to study the effectiveness of automatic surveillance systems and
the extent in which it can reduce CCTV operators’ workload. Another issue affecting the
performance of any automatic system is operators’ reliance on the system. This issue has

also been addressed in the present project.
2.2 Monitoring CCTV cameras

CCTYV has been widely used in recent years. In time they have changed from a merely flow
control system responsible for general monitoring to individual surveillance system
assigned with suspect detection (Cameron, 2004). A CCTV system consists of several
cameras, monitoring and recording systems and control room operations. A CCTV operator
can monitor CCTV displays either reactively or proactively. This section focuses on the

surveillance task and the responsibilities of a CCTV operator.
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2.2.1 Proactive monitoring

Proactive surveillance refers to online monitoring of the scenes to detect and predict
suspicious events and prevent incidents from happening. Despite the importance of
proactive surveillance, the scope of proactive surveillance carried out in reality is very little.
In a field study performed as part of the URBANEYE project by (Norris and McCahill,
2006), CCTV operators were observed while performing their tasks. The results revealed
that only 35% of the total detection was due to proactive monitoring. Furthermore,
according to Velastin et al., (2006), after 20-40 minutes of active monitoring, CCTV
operators will suffer from “video-blindness”, and cannot recognise objects on the video

anymore.

Proactive monitoring is a demanding task and imposes a high level of workload upon the
controller which makes the whole surveillance task even more difficult. Based on a study

published in Security Oz magazine:

“After 12 minutes of continuous video monitoring an operator will often miss up to 45% of

screen activity, after 22 minutes of viewing, up to 95% is overlooked. * (Ainsworth, 2002,

pp.20)

Even if the proactive monitoring is as part of the CCTV operators’ responsibilities, it is
very demanding and impossible for a long time. Thus the dramatic increase in the number

of CCTV cameras can not guarantee increase in security.

2.2.2 Reactive Monitoring

Reactive surveillance is passive monitoring of CCTV cameras after being alerted by audio
feedback. Keval (2006) performed a series of ethnographic observations and semi-
structured interviews in six CCTV public surveillance rooms; five of them in London and
one outside London. It 1s found that reactive surveillance is the most heavily used

surveillance task which is usually triggered by police and business radios.

Another interesting issue from Keval’s study (2006) is that the majority of security

surveillance task is audio driven rather than video driven. Luff and Heath (2001) reported a
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typical day of controllers and their routine responsibilities. Based on this report operators
don’t monitor every single screen at all times. When there is a report about some suspicious
behaviour on the station, the station supervisor finds the suspect on the screens and tracks
the target. After locating the target and studying the situation the operator informs an on-

site security staff to investigate the situation in person.
2.2.3 Responsibilities

CCTYV operators can control up to 16 cameras simultaneously. This number varies based on
the complexity of the scene. Interview with operators conducted by Neil et al. (2007)
revealed that operators are confident when they simultaneously monitor four screens.
Moreover, to keep up with the health and safety guidelines an operator should take a break

every 20 to30 minutes (Wallace and Diffley, 1998).

Note must be taken that monitoring CCTV cameras are not the only task assigned to an
operator. The observational study by Luff and Heath (2001) in London Underground CCTV
control rooms showed that a CCTV operator is responsible for a number of other tasks.
These tasks range from responding to passengers’ complaints to updating the staff about
any problem which has occurred on the network or any other critical incidents. Hence, the
operator is an integral part of the controlling system, it is neither merely the technology nor

a set of regulations that runs the control room; it is the operator (Donald, 1999).
2.3 Challenges in monitoring CCTV cameras
2.3.1 Situation Awareness

Situation awareness is a phenomenon associated with tasks in dynamic environments. It is
one of the important factors in effectiveness of human-machine interactions, originally used
in aircraft pilot literature. Situation awareness is a cognitive definition of operators

understanding and reactions towards their environment:
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“Situation awareness is the perception of the elements in the environment within a volume
of time and space (Level 1), the comprehension of their meaning (Level 2), and the
projection of their status in the near future (Level 3).” Endsley (1995, pp.36)

In the context of CCTV monitoring, an operator should perceive a number of factors such
as environmental conditions, location and characteristics of the area in different times.
Operators have to interpret the information obtained in the first level of situation awareness
theory. For instance, they need to decide whether the pattern of crowd behaviour is
suspicious. Finally after interpreting the perceived information (level 2), operators need to
make decisions. Whether they will send someone on site to check the abnormality or leave

the event because it does not seem to be critical (level 3).

Due to the complex nature of human behaviour and the large number of cameras which
should be monitored, it seems that maintaining operators’ situation awareness iS very

challenging.
2.3.2 Vigilance

Vigilance for CCTV operators refers to the capacity of sustaining effective attention for
monitoring CCTV screens and remaining alert for long periods. Vigilance is one of the
reasons for the limited capacity of the proactive analysis of CCTV cameras, especially due

to its pervasive nature.

Since operators need to deal with several tasks simultaneously, the performance will be
inevitably affected. Donald (2001) describes the vigilance in monitoring tasks and its affect

on the overall performance of the operators:

"Vigilance intensive operations have as their main challenge a requirements of consistently
accurate attention and detection, and the maintenance of performance levels under these

conditions....a CCTV operator may never be aware that something has been

missed(Donald, 2001,pp.37)" .
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In other words, the quality of sustained attention deteriorates in time. As mentioned earlier
remaining vigilant can cause video-blindness. Furthermore, there is a risk of missing events

while the operator is attending another suspicious situation.
2.3.3 Mental Model

Images obtained from CCTV cameras represent spatial information. Cameras are shown by
numbers, and each is associated with a location in the whole area under CCTV coverage.
CCTYV controllers have to know the area under control. However, due to the high number of
cameras installed, it is hard to remember the exact location and this will reduce the high

response rate required in critical situations. Keval (2006) noted that:

“Operators regularly shouted to colleagues across the room if they were stuck and could
not recall the camera number or its location. Operators shouted louder and in a panic-like
tone particularly when communicating with police operators via telephone or radio to

follow targets of interest onscreen.” (Keval, 20006, pp3).

Operators’ mental model of the location is built in time. An expert operator have better
mental model of the area under coverage than a novice worker. However, in highly
hazardous situations where decisions should be made very quickly, temporal demand and
stress might decrease the effect of expertise. As the case described in (Keval 2006), relying

on expertise is not a guaranteed solution.

General aspects of CCTV monitoring have been covered in this section. Challenges
mentioned emphasise the necessity of implementing automatic surveillance systems. The

next section will briefly explain the current automatic surveillance systems in the literature.
2.4 Automatic surveillance systems

This section discusses various aspects of automatic surveillance systems, their main
features, and the core challenges towards their effectiveness. Automatic surveillance
systems monitor the displays and alert the security controller when there is an extraordinary

situation. In other words they provide automatic real time interpretation of scenes to the
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operators. “The main goal of automatic surveillance systems is to obtain a description of
what is happening in a monitored area and then to take appropriate action based on that

interpretation. ”(Dick and Brooks, 2004, page 160).

Automatic systems are inevitable when:

1- The task is impossible to be done manually, Proactive surveillance seem impossible

since “there are too many cameras and too few pairs of eyes to keep track of them”.

(Hogan, New Scientist, 2003, page 4).

2- The task is difficult or unpleasant to be done by human operators, for example detecting

unattended bag in a university campus (Harris et al., 2008).

3- Automation can extend human capability, for example response time would increase

with the aid of automatic surveillance systems.

Despite the recent improvements in developing intelligent surveillance systems, their
effectiveness is still not sufficient to meet real-time surveillance requirements. This will be

discussed in more detail in the following section.

Moreover, apart from effectiveness of automatic surveillance system, there are factors
which are responsible for acceptance of such automated systems by operators which are

classified in (Mosier and Skitka, 1996):

1- The extent to which organisations encourage the use of automated systems

(acceptability)

2- The extent to which reliance on automated decision aids is acceptable

3- The extent to which automation is seen as an expert and one that is perceived to yield

more accurate and reliance outcome than people’s own judgment.

Nastaran Dadashi 17



Automatic Surveillance and CCTV Operator Workload

2.4.1 Automatic surveillance systems’ key functions

Automatic surveillance system is mainly designed to help operators in continuous
monitoring and its main function is to support proactive monitoring. However, these
functions can also be applied in reactive monitoring if the operator could be able to switch

to the automated mode after being alerted.

As noted in a review of intelligent surveillance systems by Valera and Velastin, (2005), the
main processing stages in automatic systems are object detections and recognition, tracking
and behavioural analysis (Sage and Young, 1999; Davies et al., 1995). Valera and Velastin,

(2005) suggest figure 2.1 which indicates the main processing modules in an intelligent

surveillance system:

ohject ohject Tracking
detection recognition

Figure 2-1: Main processing modules in automatic surveillance system (pp. 194)

The first three module, object detection and object recognition (Sanderson et al., 2007,
McKenna and Gong, 1997) and tracking (Hayman, 2003; Moeslund and Granum, 2001)

have received a lot of attention in recent years in the computer vision research community.

Many automatic surveillance systems have been designed for public transport systems. In
Valera and Velastin (2005), there are 12 state of the art third generation surveillance

systems mentioned. However as Dee and Velastin (2007) pointed out:

“with the significant challenge that these places(i.e. public transport facilities) are subject
to high crowding levels, conditions in which people tracking is well beyond the current

state of the art.”(Dee and Velastin, 2007, pp. 8)

Third generation surveillance systems is the term used in Valera and Velastine (2005) to
refer to the large distributed networked cameras with various monitoring points to address

complex situations of human monitoring processes. This group of automatic surveillance
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systems tend to consider the requirements of end-users who in this case are security

operators.

Some of the most promising commercial automatic surveillance projects are DETEC
(www.detec.no ) DETER, CROMATICA, and PRASMATICA. PRASMATICA is a project
funded by EU (Lo et al., 2003) which was an extension to another EU funded project called
CROMATICA. The latter considered various inputs such as data from the CCTV cameras,
local wireless cameras, smart cards and audio sensors. An intelligent system defined in
PRASMATICA networked this information to the central control unit. Moreover,
PRASMATICA took into account the legal, ethical and sociological effects of introducing
such distributed systems. It seems that this final project should solve the automation
problem of surveillance systems; however the centralized approach towards various sources

of information caused deficiencies and decreased the performance of the system.

2.4.2 Challenges

Challenges for developing an effective automatic surveillance system can be categorised in
two groups: 1- general vision problems and 2- the features of the surveillance environment.
The core application of every automatic surveillance system is to detect objects and track
them, classify objects and analyse behaviour (Dick and Brooks, 2004). Furthermore, Dee
and Velastin (2007) mentioned that robustness is also an important issue in developing
automatic surveillance systems. A robust system is one which can function reasonably in
stressful environments. On the other hand, most of the automatic surveillance systems are
domain specific and can hardly be generalised to other environments (Dick and Brooks,
2004). The obstacles for having robust automatic surveillance systems as listed in

Boghossian and Black (2005) are:

® Scene illumination

[llumination of the environment varies with time, and different weather conditions.
These variations change the observational characteristics for the automatic surveillance

system and decrease the performance of the system.
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e Movement of background objects

Fixed items in background such as trees might also move which confuses the automatic

system and increase the false alarms.

e [ong term variations

Background also changes due to change in season, this increase the false alarms unless the

automatic system is designed to gradually adapt with the background alterations.

e High density scenes and clutter

This is the main issue in public transport surveillance systems, and it is related to highly
crowded places. High density will lead to occlusion which as mentioned by (Dee and

Velastin, 2007) is the most important problem facing tracking.

To deal with these challenges automatic surveillance systems tend to set a threshold, in
other words this threshold is the level of sensitivity of the system, if the system is highly
sensitive which have a low threshold it will generate too many false alarms, and if the
threshold is set too high which makes the system’s sensitivity low it will miss suspicious

events.
2.5 Automation and quality of surveillance

Although automatic surveillance systems are inevitable especially with the increasing
necessity for security systems in the recent years, they are not as effective as they should
be. Riley (1996) proposed an initial theory of operator reliance on automation which was
investigated through a set of experiments on a simple automated system (a computer game).
The results led to a revised theory of automation use, which is the basis of the current
project, (Figure 2.2). Dashed lines represent influences which have not proved to be
significant and straight lines illustrates significantly influential issues which have an effect

on the use of automation by human operators.
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In this project, workload, task complexity, accuracy and reliance from Riley’s theory of
automation use have been investigated. Moreover, a set of experiments conducted by

Jamieson (2007) found another aspect which has an impact on automation which is

effectiveness.
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Figure 2-2:Revised theory of automation use (Riley, 1996, pp.33)

2.5.1 Workload
Mental workload (MWL) is defined as (Sanders and McCormick, 1987, pp.69):

“The difference between the amount of resources available within a person and the amount

of resources demanded by the task situations.”

In other words MWL is the cost put upon the operators’ information processing capacity
while monitoring CCTV cameras. Excessive demand on their available resources will lead
to overload and performance degradation. Stanton et al., (2005), considered MWL as a
combination of interacting stressors on an individual, the framework shown in Figure 2.3.is

taken from (Megaw, 2005)
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Figure 2-3: Factors of operators' workload (Megaw, 2005, pp. 526)

This diagram suggests that workload depends on the different characteristics of the task
where quantity of work is just one of these factors. External stressors such as social
pressure on CCTV operators to detect crimes or the time and location the surveillance is
taking place can also affect the workload. These factors define different organizational

dimensions to the surveillance task (Megaw, 2005, pp. 526):

“Operator workload is not simply a function of task demand but is influenced by how the

task is perceived by the operator, sometimes referred to as cognitive appraisal”

Here is an example to elaborate this diagram for surveillance task. Operators’ workload

depends on a number of factors including the surveillance task and its constraints. This
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explains the two way relation in (1). External stressors such as the time and location of
surveillance as well as operators self confidence also affect the workload (5 and 3).For
instance, if an operator expects himself to proactively monitor all 16 screens in a control
room without making any error, potential stress will increase the workload. In case of a
large number of false alarms, the operator has to spend more time and energy to handle it
and make sure that while he is busy dealing with the false detection, he has not missed any

real suspicious event on the screens(4).

Assessing mental workload to identify the level of available resources is a very important

step towards sustaining a reasonable performance.
2.5.2 Task Complexity

One of the problems with automation is that it automates easy tasks and leaves the hard
ones to the human operator and makes the automatic system “clumsy” (Kantowitz and
Campbell, 1996). It is important to understand the complexity of task to know which one

should be automated to avoid clumsiness.

Detecting suspicious behaviour and tracking are the two key functions of any automated
surveillance systems (Ferryman et al. 2008). The main purpose of detection is to find
something suspicious, moreover the target has to be tracked and the operator should be able

to predict the next location of the target.

There is a trade off between object detection and tracking. There are cases which are easy to
detect but hard to track, such as features around the corners. On the other hand there are
features which are hard to detect but easy to track, such as very complex shapes (Dick and
Brooks, 2004). Thus it is important to understand which of the automated functions has

higher performance and lower workload.
2.5.3 Accuracy

The reliability and robustness of automatic surveillance systems is one of the factors that

have to be considered for development of successful automatic surveillance systems
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(Muller-Schneider et al., 2005). Although the projects reviewed in this section are
promising, they are still far from a real time perfect intelligent monitoring system due to the
challenges mentioned earlier. The purpose of this section is to find the accuracy of current
automatic surveillance systems and apply the mean percentage of that accuracy to the

experimental system mocked up for the purpose of this project.

Tracking is a major part of current automatic surveillance systems; object identification and
motion tracking have been investigated for more than two decades. McKenna and Gong
(1997) developed a system for detecting and tracking several people (multi-track) as they
move through complex scenes. In their system, a motion based tracker which stored a
history of each pixel and clustered them into various areas of motion to differentiate one
person from another, as well as a face tracking system from each frame to another has been

used to provide information for the motion clustering process.

A systematic method to evaluate the performance of tracking algorithms suggested by
PETS (Performance Evaluation of Tracking and Surveillance) which was developed

through a series of workshops started from 2000. PETS has been a used as milestone for

evaluating tracking algorithms. (www.petsmetrics.net).

Muller-Schneiders et al., (2005) evaluated their proposed algorithm against PETS dataset
and the quantitative results they got for tracking true positive was 85%. True positive is the
case when the system correctly detects and tracks an object in relation to the ground truth
data. False positive is when the target is being detected but there is no reference to it in
ground truth data and false negative is missing an event from a ground truth data. In another
automatic surveillance system proposed specifically for railway stations by Black, et al.,
(2005), the percentage of true positive rate for tracking an object within the defined range
of interest was 76% (Table 2.1). The green column in Table 2-1 represents the accuracy of
true positive detections (TP) for various cameras tested in Black (Velastin and Boghossian,

2005).
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Camera TP FP FN

A T5%%(9) 25%(4) 25%(4)
C-IR T7%%(10) 0%(0) 23%%(3)
C T 7% (10} 0% () 23%%(3)

Table 2-1: Accuracy of tracking system in Black, Velastin and Boghossian(2005), pp. 194

Target detection in automatic surveillance systems is a very useful and yet challenging task.
It 1s useful because it can be more accurate than a human operator and it leads to faster
reaction to suspicious situations. On the other hand, various illumination conditions, facial

expressions and pose angles can make target detection a very challenging task.

There are many algorithms implemented for face recognition systems. Moreover to get an
idea of effectiveness of the algorithms, FERET test protocol was developed

(http://www.frvt.org/ ) FERET evaluate algorithms and asses their quality. Sanderson et al.,

(2007) employed an intelligent CCTV for “face in the crowd” recognition through an
approach called Bag-of-Feature. In this approach the face is considered as a set of featured
vectors, these vectors were obtained from clustering the face into blocks. A bias was added
to each vector to consider the illumination variations and finally the probability of vector

‘x” being a part of block ‘i’ is taken into account.

Ideal face recognition is the one which accurately detects the object with least false
detection. Hampapur et al. (2007) explored various video parsing techniques to improve
searching suspicious events within the surveillance system. The accuracy of the
performance for tracking objects in this approach was measured 73.6 % and 78.8 % for

object detection task. The green lines in Table 2.2 is the rate of misses in false negative.
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(Object Detection or Background Subtraction Results

False Positive 0.03 objects per frame
False Negative G628 of 2964=21.2%
Avg size of missed object 216 sq-pixels

Object Tracking Results

False Positive(spurious traclks) 25 wath average length of 77 frames
False Negative(missed tracks) 24/90=26.6%
Avg size of missed object 169 sq-pixels

Table 2-2: Object detection performance and object tracking summary from Hampapur et al., (2007)

»pp- 80

Another system proposed by Shan et al. (2007) aimed to deal with various illuminations
and pose angles through a pose variability compensation technique. The idea was to
identify face through its pose and the correlation of that pose against the database which
was available to the system. The result they got based on the FERET test protocol had the
accuracy of 57%. None of the systems studied in this review are 100% accurate, the
question is how accuracy can affect performance and workload of CCTV operators and
how increase in accuracy from one imperfect automated system to another can dramatically

change the quality of surveillance.

2.5.4 Trust in automation

Automation reliability is defined as “the extent that automation can be said to be reliable
and does what the human operator expect it to do” (Wickens et al., 2004, pp.423). This is
not only dependent on the accuracy of the automatic system. If the automatic system
provides users with some information about the extent of its accuracy, users’ trust will also

increase.

In a study conducted by Dzindolet et al., (2003), it is mentioned that after observing
automated aids making errors, operators lose trust in the system. On the other hand,
Dzindolet et al. (2003) noted that when the user knows why and when the automated
system might make mistakes, then the user reliance on the automated system will increase

even though the automated system is imperfect.
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To test this idea, in Dzindolet et al. (2003), three levels of feedbacks were presented to
users (no feedback, cumulative feedback and continuous feedback). In Dzindolet et al.
(2003), feedback is a bar graph which displayed the number of error made by human
operators and the automatic aid during the trial. Dee and Valestine (2007) noted that

automatic surveillance systems make four types of decisions:

1- False positive: the negative case that incorrectly identified as positive, i.e. detecting a

wrong target.

2- True positive: positive cases that were correctly identified, i.e. detecting the right target.

3- False negative: positive cases incorrectly rejected, i.e. missing a right target

4. True negative: negative cases that were correctly identified as such, i.e. ignoring the

wrong targets.

In the context of automatic surveillance system, if users know why the system has detected
the target, then it might affect their trust and increase their performance. As noted in Dee
and Velastin (2007), a threshold which defines the sensitivity of the system is set for every
automatic surveillance system. If detection has been conducted through a low threshold the
systems’ confidence in that detection is less than detection that is conducted through a

standard threshold.

2.5.5 Reliance

As described in the Riley (1996), a number of factors which directly influence the level of
reliance of operator on automatic system are: confidence, fatigue, trust, state learning, and
risk. In the context of surveillance, a CCTV operator should believe in his/her own
judgement and do not completely rely on the automatic system. However if the task is
tedious then the operator will have no other choice than to rely on the automatic system at
same point. A complex automatic system which is hard to learn also prevents operators to

rely on it; one reason is that when the system is complex it is more difficult to generate a
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mental model of the system and therefore the operator is effectively operating a system that

he/she does not understand.

In a study conducted by Jamieson (2007), various features of the interface which affect
operators’ trust and reliance in an automated Combat Identification system have been
investigated. This study suggests that usability is another aspect that can affect reliance and

trust of operators on the automatic system.

A successful design of automatic surveillance system should encourage operators to rely on
them without losing trust in their own judgment. It should also be easy to use and decreases

the operators’ workload.
2.6 Workload Assessment techniques

Workload is a cognitive concept which cannot be directly evaluated or observed. It should
be inferred from a number of factors which describes its multifaceted nature. Methods of
workload assessment and some examples of applying them for assessing workload of
human operators while using various automatic systems such as autopilots, adaptive cruise

controls and CCTV cameras have been reviewed in this section.
2.6.1 Primary and secondary task performance measures

Measuring primary and secondary task performance technique is an objective method
which measures the performance of users while interacting with the automatic system.
Participants have to perform two tasks; primary and secondary tasks. Primary task is the
main task that the participant has to perform. However, as it is shown in Figure 2.4 primary
task might not use all of the resource allocated to it and leave the operator with spare
capacity. Hence if a user has an acceptable performance, this does not directly imply that
the task demands are low. To deal with this issue, secondary task is introduced to the
experiment. Participants are asked to attend to secondary tasks after completing the primary
task. Measuring the performance of the secondary task will show the amount of spare

capacity of mental resources.
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Figure 2-4: Resources allocated and demanded by primary and secondary tasks

Measuring primary and secondary task performance as a means for assessing workload has
been widely used in literature. Park et al., (2007) have applied this technique to determine
the performance of an operator while monitoring a multi display computer. The primary
task in this experiment was typing while watching the main monitor and its secondary task
was clicking on the targets that appear on the sub-monitor randomly. Both primary and
secondary tasks in this experiment were realistic tasks in actual control rooms. Advantages
of using secondary task in addition to primary task as reported in Sauer (2000) are that they
are more sensitive and have higher face validity than other workload assessment

techniques.

Secondary tasks should compete for the same resources as primary task to increase the
demands for primary task. Sauer (2000) claimed that in most of the experiments available
in the literature secondary tasks do not have an ecological validity. Hence the choice of
appropriate secondary task is important to gather sound and valid estimation of the level of

workload.
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Young and Stanton (2004) assessed the workload of expert drivers while using an adaptive
cruise control through primary and secondary task performance technique. The primary task
in the experiment was to drive on a simple straight road for 10 minutes using the automated
aid as well and a visual-spatial task was set for the secondary task. The results of the
secondary task were recorded as a total of spare attentional resource available to drivers

while using the automatic aid.
2.6.2 Physiological measures

Physiological measure is an objective technique to measure the users’ physiological
variations while interacting with the automatic systems. It is assumed that when the mental
workload increases, operator’s arousal will lead to changes in physiological measures such
as cardiac activity, event-related brain potentials (ERP), eye blink activity and changes in

the pupil diameter.

Physiological measures are the least common techniques since they are physically
obtrusive. For example, various equipments have to be attached to participants to measure
physiological variations. Moreover, their reliability depends on the technology and they are
also expensive. However they have been used in cases where accurate and objective

measurement of the MWL was required (Lee and Liu, 2003).
2.6.3 Subjective-rating techniques

As stated in Megaw (2005), subjective rating techniques are the ergonomist’s favourite
class of techniques. In subjective-rating techniques, participants will inform the analyst
about their own workload; common methods are NASA Task Load Index (TLX), SWAT
and Workload Profile.

Subjective Workload Assessment technique(SWAT) is a multidimensional subjective
technique with three levels, time load, mental effort load and stress load, according to
Stanton et al., (2005), this technique is quick and cheap but is has low sensitivity to mental
workload. Workload profile is also a subjective multi dimensional method, it consists of

eight mental workload dimension and aims to assess the demands upon the task through
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these dimensions, participants have to rate the dimension on a 0-1 scale. It is a fast and low
cost technique which gives detailed information about various dimensions. However not so
many studied have used this technique since it is new method and there is limited validation

evidence (Stanton et al., (2005).

NASA-TLX is a multi-dimensional rating scale proposed by Hart and Staveland (1988). It
provides information about the magnitude and sources of six workload-related factors to
estimate the workload. Three of the dimensions reflect the demands the task puts on the
operators (mental, physical and temporal) and the other three stress the interaction of
operator with the task (performance, effort and frustration). It is considered to be the most

effective method for assessing perceived workload (Warm et al., 1997).

Harris et al., (2008) conducted an experiment to investigate the effectiveness of
geographical layout of CCTV screens on the performance and workload of the operators.
These techniques are usually combined to provide the analyst with the best of both worlds.
For example, Lee and Liu (2003) used both physiological and NASA TLX, Young and
Stanton (2004) applied both primary and secondary task measures and NASA TLX to

measure the drivers’ mental workload.
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3 Methods

The purpose of this project was to explore the effects of automation on operators’ workload
and performance. An experiment was designed and conducted to examine various features
of automatic surveillance systems on operators’ performance and workload. The
experimental automatic surveillance system was mocked up through the rapid prototyping
technique of “Wizard of Oz”. In this technique, the tasks of the automatic systems are

performed by a human “wizard”.

The experimental system consisted of a set of video footages which were developed so that
they resemble an automatic surveillance system. The video footage used for the experiment
was recorded at Beeston railway station with an actor playing as the target. The raw video
footage was then edited with Adobe Premier ™ 6.0 to simulate the automatic detection and
tracking. Six different modes were defined for the experimental automatic system. Two
accuracy groups were investigated and for each group raw video footage were recorded,
these modes did not alarm users in any was, in other words in the baseline mode the

operator has to find and track the target manually, in this report it is referred to as baseline
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mode. Detection and tracking was shown by drawing a box around the target. Furthermore
to inform users about the systems’ confidence in its choice, the boxes were colour coded

where red represented high priority and orange represented low priority.

Assessment of workload was conducted by measuring secondary task performance and the
NASA-TLX scales. The primary task was to detect and track the target and the secondary

task was to count the number of people who were carrying a backpack.

This chapter explains the methodological strategy used to develop and implement the

experiment and the techniques used for analysing the results.

Section 3.1 and 3.2 describes the procedure applied for mocking up the experimental
automatic system. In section 3.1 the characteristics of the experimental automatic
surveillance systems tested in this project is noted. Section 3.2 described the video shooting
and editing required for the mock up. Section 3.3 descries the data gathering methods
within the experiment, in section 3.4 details of participants is noted. Section 3.5 describes
the apparatus used in the experiment. In section 3.6 the design of the experiment is
explained, section 3.6 defines the method used to measure the variables of experiment and

finally in section 3.7 the procedure of experiment is noted.

3.1 Experimental Automatic System’s characteristics

3.1.1 Functionality

Functionality of the Experimental Automatic system in this project was limited to two

tasks:
1- Detecting a target; in this report will be referred to as spotting
2- Tracking the target

These two tasks were separated to investigate operators’ workload and performance in
either of the cases to conclude which one is more complex for the human operator. The

spotting mode of the Experimental Automatic system alert operator by drawing a box
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around the target when the target was first seen in the screen and the tracking mode alert the
operator by drawing a box around the target when the target was leaving the screen. This is
because tracking is generally to predict target’s next location in the whole surveillance area
and it is possible to do so if the operator knows where the target was last seen on the screen.
Therefore the screen was divided into four zones and participants were asked to say the last

zone in which the target was seen.

3.1.2 Confidence Information

The Experimental Automatic surveillance system of this project gives users information
about how confidence the system’s choice is. The choices made by the system are due to
the level of systems sensitivity, in other words the events’ characteristics might reach to the
threshold which is considered to be suspicious. Setting an appropriate threshold to
encounter environmental variability is challenging as mentioned in previous chapter. Figure

3.1 show various levels of threshold and the characteristics of the choices in each group.

HIGH LOW
THRE SHOLD) SENSITIVITY
Events detected in this agiterna are

more likely to be true positive, sys-
temn is more confident about this
choice.

ST ANDARD STANDARD
THESHOLD SENSITIVITY

Events detected in this criteria are
likely to be false alanms. System is
not completely confident that the
alarm is frue positive.

LOW HIGH
THRESHOD SENSITIVITY

Events corespondent to less than
lower threshold are not dangerous at

Figure 3-1: Confidence in the alarms in different threshold levels
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All of the cases considered to be suspicious are tested against both of the thresholds. If it is
only detected through the lower threshold, then the system’s confidence about that choice to
be true positive is low. However if the detection reaches the level of standard threshold, the
choice is more likely to be true positive. This information is referred to as “confidence
information”, which is different from users’ confidence in the system. It is identical to the
case when a CCTV operator guess about an event to be suspicious, but some of his guesses
are more likely to be true than the others. In this project the automated system inform users

about the likelihood of that guess (alarm) to be true.

There are three levels of confidence information defined in this project: 1- no confidence
information, 2- unreliable confidence information and 3- reliable confidence information. In
the “No confidence information” level, alarms are generated by the system but system will
not give users any clue about the likelihood of that alarm to be true positive. In the other
two groups the system again generate alarms but differentiates its strong guesses and weak
guesses, in more technical terms it differentiates the cases detected by standard threshold
and cases detected by lower threshold with different colours to inform operators about its

confidence in those alarms.

However, in the “unreliable confidence information”, this differentiation is not accurate and
there are cases in which the true positive case (the correct target) might be labelled as being
detected with lower threshold. The reason for considering ‘“unreliable confidence
information” was since the experimental automatic system in this project was a wizard of
oz mock up, the feasibility of developing such system was not clear. Hence if the system
cannot clearly differentiate between the threshold levels, does this technique still improve

performance and lower the demand?

In “reliable confidence information” mode the differentiation between the cases detected
by standard threshold and cases detected by low threshold is correct, and system has higher
confident in the cases detected with standard threshold whereas it is less confident in cases

detected by lower threshold.
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3.1.3 Accuracy

In order to study the effect of accuracy levels on operators’ workload and performance, two
accuracy groups have been chosen, 66% and 75%. Note must be taken that the definition of
accuracy was simplified in the current project. Only ratio of the true positive to total
number of detection was calculated and the inaccurate cases were limited to false alarms.
According to Bliss (2003), the cost of alerting a false alarm is greater than misses. False
alarms will lead to confusion and operators will completely lose trust in the system (Dixon,

and Wickens, 2006)

The first level of accuracy, 66%, is the mean accuracy of the target recognition and tracking
systems derived from the literature. For the tracking task, two recent automatic surveillance
systems were chosen with accuracies of 85%(Muller-Schneiders et al., 2005) and 76%
(Black, et al., 2005). The mean accuracy of the two systems (mean=80%) was set for the
tracking function of the automatic surveillance system in this project. For the target
recognition, a system developed by Shan et al. (2007) was chosen with the accuracy of
57%. Overall the automatic surveillance system of this experiment has the accuracy of
66% which is the mean of the accuracy of both functions (mean of 80% and 57%). In order
to investigate the workload and performance of operators in a more accurate system, a

second level of accuracy (75%) was applied.

In the 66% accuracy level, from the three alarms generated by the system, two of them are
correct and the third is false alarm (2/3=0.66). In the 75% accuracy group, from the four
alarms generated by the system three of them are correct and the forth is false alarm
(3/4=0.75). This also affects the design of baseline video clips. In the 66% accuracy
baseline the target appeared two times and in the 75% accuracy baseline the target appeared
three times to ensure similar duration of target appearance within baselines and their

correspondent experimental automated system.

3.1.4 Visualisation

In order to differentiate various modes of “confidence information” as discussed in the

previous section, a colour coding system was used. The colour red is been conventionally
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used to attract attention and inform of dangerous situations. Furthermore based on the
traffic light stereotype, orange is also associated with danger but is not perceived to be as

critical as red.

In the “no confidence information” case, since the system gives no information about its
confidence in the choice of alarms, the entire detected cases are considered to be equally
dangerous and hence they are all shown with red. However in reliable and unreliable
confidence information modes, the system needs to differentiate between the highly
confident cases and cases which are less likely to be true positive. Red was used when the
system was confident about its choice (it was detected with the standard threshold). And
orange was used when the target was detected through the lower threshold. Note must be
taken that in the “unreliable confidence information”, this differentiation is not necessarily
correct, there are cases that the true positive case which have been detected through an

standard threshold was shown with orange.

The coloured box appeared around the target for 500 ms which is a sufficient duration to be
noticed (Wickens et al., 2004). Eye movement which is necessary to search the visual field
is generally quite fast (less than 50 ms). Moreover there are various factors which have an
impact on visual search such as eye contrast sensitivity, how experienced the user is and

how focused he/she is on the scene (Wickens et al., 2004)

In sum, the Experimental Automatic system with two types of functionality (spot and track)
has to be tested in two different accuracy levels (66% and 75%). In each of these conditions
the three levels of confidence information were applied. In each of the accuracy levels, six

different modes were mocked up for the experiment:

1- No confidence Spot (NS)

2- No confidence Track (NT)

3- Unreliable confidence Spot (US)

4- Unreliable confidence Track (UT)
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5- Reliable confidence Spot (RS)

6- Reliable confidence Track (RT)

Furthermore a baseline was required to enable the comparison of automatic and non
automatic systems; in each accuracy group, two video clips were kept as raw video footage
of the target. The only reason of having two video clips was to have more accurate baseline

results. This means that 16 video clips had to be prepared for the experiment.

3.2 Video and Audio

Beeston railway station was chosen for recording the video with two platforms. It is not a
very busy station. According to the information provided by the Office of Rail Regulations

(ORR), ( www.rail-reg.gov) in 2006-2007 the number of annual passengers originating and

ending Beeston railway station was 368,000. There is one train every 20 minutes and there
are times when the station is empty. The busiest times of the day are between 7.30- 8.45 am
and 17.00-18.45 pm, which was chosen as the time for the filming. An actor was recruited
and the description of his physical characterises have been recorded to be used in the

experiment.
3.2.1 Audio Description

20 seconds audio description of the actor’s physical characteristics was recorded, the

content of the audio description was:

“The suspect is a white male about 25 years old, 180 cm tall and 90 kg weight. He has dark

brown hair and is alone, without bag, wearing a brown T-shirt and short trousers.”
3.2.2 Video shooting

In order to control the conditions of experiment and reduce the number of variable, one
filming spot was used for all of the sixteen video clips. The spot should provide a
reasonably good view of both of the platforms and all entrances (Figure 3.2) and the camera

should be unobtrusive (Figure3.3).
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Figure 3-3: Position of the camera

70 minutes of video was recorded using a Sony DSC-WS55 Camera, 7.2 Mega pixels Cyber

shot camera. These video clips were then edited to meet the conditions of the experiment.
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3.2.3 Video Editing

Adobe Premier ™ 6.0 was used to edit the video. The main purpose of the editing was to
prepare the video clips as if there is an automated system installed on them. Each video clip

represents one mode of the experimental automatic system.

The video clips are each two minutes long and they have been made from the total of 70
minutes video footage. The two minutes was chosen due to the nature of reactive
monitoring and the fact that CCTV operators have to take a break every 20-30 minutes
based on health and safety regulation (Wallace and Diffley, 1998). Since 8 trials had to be
performed, if trials were longer than two minutes the workload would increase due to

fatigue and other extraneous variables.

In order to make the clips identical and comparable, various factors have been considered.
Each clip had to give participants similar views of the target, the field of view of the camera
had better resolution over platform two and hence the clips were edited in a way that the
target appeared in both of the platforms on every video clip. Furthermore, the interval of
appearance of the target in the video clips had to be approximately similar (mean=36
seconds). Another factor to consider was the duration of the presence of the actor which had
to be approximately similar in every clip (mean=24 seconds). Table 3.1 shows the outline

of the video clips in the 66% accuracy level.
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First appearance of | Second appearance of
the target the target
Chp Mumher Pht['nrm] Time of |Platform [Timeof Interval heiween | Total Duration
APP eATANCE appearance |the two appear- |ofappearamnce
P P ances (Seconds)
in Zminutes in 2 minuies
Seco nd
video clip) video clip) (Seconds)
1 Two One 35 26
03s L.10
2 One Two 35 28
0.50 125
3 One Two 45 22
0.10 0.55
4 Two One 35 22
0.20 0ss
5 One Two 35 26
1.00 1.35
6 Two One 35 20
030 105
T One Two 30 27
045 125
8 Two One 35 20
1.15 150
MEAN 36 24

Table 3-1: Details of the video clips in 66% group

Similarly in the 75% accuracy level, the mean duration of appearance of the target was 28

seconds and the interval between the three appearances was 31 seconds. This was

deliberately chosen to be similar to the 66% accuracy level to keep the variables of the two

experiment limited to the accuracy of the systems. The target appeared three times on these

video clips. Table 3.2 shows the detail of duration and interval of presence as well as the

platform number in which the actor appeared in the eight video clips.
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First appearance of | Second appearance of | Third appearance of
the target the target the target
Chp Number Phtt'ormlTime of Platform [[ime of Platform |Time of Interval Duration
hppearance ppearance app earance |(Seconds) (Second s)
in 2minutes i.nidﬁnim_ues in 2Zminutes
video clip) =) video clip)
1 Two One Two 30 32
0.35 L10 135
2 One One Two 35 32
0.15 0.50 1.25
3 One Two One 40 25
0.10 055 1.0
4 Two One Two s a7
020 0.55 1.35
5 Two One Two 35 20
025 100 1.35
6 Two One Two 35 26
030 105 L.40
7 One Two One 325 30
045 1.25 140
8 One Two One 40 25
040 1.25 150
MEAN 3112 28.25

Table 3-2: details of video clips in 75% group

In order to prepare the video clips as shown in table 3.1 and 3.2, the 70 minutes video file
was imported in a time line in the editor page of Adobe Premier ™ 6.0. Required seconds
based on tables 3.1 and 3.2 were selected with the ‘RAZOR’ tool on the time line window
of the Adobe Premier software and created a new video track. These were finally exported

to the trimmed video file with AVI format so that it could be viewed by video players.

To edit a video clip for the spotting task, an image of the scene was captured when the
target appeared in the screen, a coloured box was drawn around the target with Microsoft ®
Paint (version 5.1) and placed back in the timeline of the clip with the duration of 500 ms.
The same procedure was applied for the track function except in this case the image was
captured when the target was leaving the screen and also apart from the coloured box
around the target the zone number in which the target was last seen in was also printed

inside the box.
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Figure 3.4 and 3.5 show an example of spot and track in the automated prototype.

Figure 3-4: Example of Spot Figure 3-5: Example of track

To give detections various modes of “confidence information” a colour coding system was
applied. Tables 3.3 and 3.4 show the outline of detected cases in both 66% and 75%
accuracy levels and the colour codes used for each of the detections. In the 66% accuracy
level, three alarms were triggered where two were correct and one was false alarm. In other
words, two of the alarms are true positives and one is false positive. In “No confidence
Spot” (NS) and “No confidence Track” (NT), since there was no information about the
confidence of the detection, everything was considered equally dangerous (all red). In the
“Unreliable confidence Spot” (US) and “Unreliable confidence Track™ (UT), the system
gave information about its confidence for each of the choices but this information was
unreliable. Hence there were cases when the true positive was detected with an orange box.
Finally, in “Reliable confidence Spot” (HS) and “Reliable confidence Track” (HT), the
system gave reliable information about the confidence of system in its detection where the
ones detected with the lower threshold were coded as less dangerous with colour orange

and the ones detected with the standard threshold were coded with colour red.
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Mode

First Alarm

Second Alarm

Third Alarm

No confidence Spot

True positive

False Positive

True Positive

No confidence Track

False Positive

True Positive

True Positive

Unreliable confidence Spot

False Positive

True Positive

True Positive

Unreliable confidence Track

True Positive

True Positive

False Positive

Reliable confidence Spot

False Positive

True Positive

True Positive

Reliable confidence Track

False Positive

True Positive

True Positive

Table 3-3: Details of alarms in 66% accuracy level

75% accuracy group followed the exact outline except that in this group the system reported

four alarms, three of which were correct and one was false alarm.

Mode

First Alarm

Second Alarm

Third Alarm

Fourth Alarm

No confidence Spot

True positive

False Positive

True Positive

True Positive

No confidence Track

False Positive

True Positive

True Positive

True Positive

Unreliable confidence
Spot

False Positive

True Positive

True Positive

True Positive

Unreliable confidence
Track

True Pogitive

True Positive

False Positive

True Positive

Reliable confidence Spot

False Positive

True Positive

True Positive

True Positive

Reliable confidence
Track

True Pogitive

False Positive

True Pogitive

True Positive

Table 3-4: Details of alarms in 75% accuracy level

3.3 Data gathering Methods

3.3.1 Interview

The experiment was conducted in the laboratory, but it was aimed to simulate real life

situation of CCTV control rooms. In addition to the information collected in Chapter two,
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an informal interview was conducted with the crime prevention officer in University of

Nottingham. This was a semi-structured interview with a set of open ended questions.

1- What are the main responsibilities of security staff?
2- How many cameras are installed in the University?
3- How they use CCTV camera?

4- How often they monitor proactively?

5- What do they mean by suspicious behaviour?

The interview revealed that although there are 170 CCTV cameras installed in all campuses
of university of Nottingham the monitoring is mostly reactive. Moreover the archives are
held for up to 21 days which is used for forensic analysis. The only proactive monitoring is
a daily check of cameras to make sure they are running and occasionally checking safety
critical locations. The crime prevention officer also noted that majority of cases which lead
to the use of CCTV cameras are when there is a report about suspicious event through radio

channels.

In the experiment designed in the present project, the researcher has used pre-recorded
audio description of an actor as the source of information. The participants were asked to
find the target after they have listened to its description, hence the surveillance was

reactive.

3.3.2 Questionnaires

e NASA-TLX
Assessing the workload was done using the ‘Raw’ version of the NASA-TLX, which gives
equal weight to all dimensions (Byers et al., 1989). There are six sub dimensions in this
questionnaire: mental demand, temporal demand, physical demand, performance,
frustration and effort. The scale of each of the dimensions ranged from low (0) to high
(100). The overall workload score was calculated as a mean of all six dimensions. The

overall workload score is referred to as RTLX.

® Reliance Questionnaire
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In order to assess influential factors on operators’ reliance on automation a short
questionnaire was designed .This questionnaire consisted of six questions which
participants had to rate from low (0) to high (100). Four of the questions were related to
factors proved to be influential in a study by Riley (1996) which are: trust, state learning,
confidence, risk. Riley’s automation reliance factors and the questions used to subjectively

measure them are listed below:

1- Trust=> how much trust you have in the system.

2- State learning—>how did you understand the information presented to you?
3- Confidence>how can you spot or track better than the system?

4- Risk-> how misleading was the system to use?

Similar to the experiment conducted by Jamieson (2007), effectiveness was used as the fifth
factor. It was investigated through the two other questions in the reliance questionnaire of

this project. The complete questionnaire has been presented in Appendix II.
1- How easy was the system to use?
2- How helpful did you think the automatic system was?

Both of these questions aimed to reflect the subjective opinion of users regarding how they

achieved the goal (spotting and tracking) with the aid of Experimental Automatic system.
3.4 Participants

24 University students volunteered to participate in this study.11 male and 13 female with
an average age of 22.7 years old. They had been divided into groups of 12 and each group
conducted the experiment with one of the accuracy levels (66% or 75%). They did not have
any prior experience with monitoring CCTV video footages. Ethical guidelines of the

University of Nottingham were strictly followed throughout the experiment.
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3.5 Apparatus

The mocked up Experimental Automatic system was developed by Adobe Premier™ 6.0, it
was used for editing the video footage which has been recorded by Sony DSC-W55
Camera, 7.2 Mega pixels Cyber shot camera on a tripod. The audio description was

recorded by a digital MP3 player.

The edited video clips were shown to participants in a Sony VAIO laptop, PCG-V505EX,
using a JetAudio player (Windows edition) .The audio description was played in a Sony

MP3 player.

3.5.1 Other Considerations

1. Pre-experimental test

To ensure that participants do not know the target, 10 random images of people including
the actors’ image was shown to the participants. After participants confirmed that they did

not know the target, the experiment was started.

2. Rules reminder sheet

To help participants constantly remember the conditions of the automatic modes each time,
they were provided with a rules reminder sheet were the details of each of the automatic
modes was briefly explained. Prior to each viewing of video clips the participants were told

which mode will be running next so that they could review the details of that mode.

3. Zone numbers

The screen was divided into four zones for the tracking task to help participants know the

zone numbers, a sheet was provided to participants with the zone numbers on it.

4. Result sheet
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In order to keep track of the performance of participants a results sheet was designed. This
sheet had four sections for keeping track of primary task performance and a column for the
performance of secondary task performance. All of the documents explained in this chapter

are in Appendix IL
3.6 Design

For each of the accuracy groups a within subject design was used with 12 participants
viewing all eight video clips (2 baselines and 6 automated). To prevent the effect of
learning and also participant fatigue, the automated modes were counterbalanced through a

6 by 6 Latin Squared table (Appendix I).

There are two independent variables: 1- the functionality of automated system with two
levels, spot and track and 2- the confidence information level: no confidence information,
unreliable confidence information and reliable confidence information which is combined
into six modes of automatic systems. There was also a baseline mode which is raw video
footage which does not generate and alarm and operator have to detect and track the target

manually.

1. No confidence Spot (NS)

No confidence Track (NT)
Unreliable confidence Spot (US)
Unreliable confidence Track (UT)
Reliable confidence Spot (RS)
Reliable confidence Track (RT)

A T e B

Baseline

Dependent variables were workload RTLX score obtained from NASA-TLX, secondary

task performance and reliance factors.

The six modes have been tested through a within subject design of the 12 participants in

each of the accuracy groups. The hypotheses investigated were:
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H1: The main effect of functionality on the dependent variables.
H2: The main effect of “confidence information” level on the dependent variables.

H3: The main effect of interaction of functionality and “confidence information” level on

the dependent variables.

The two accuracy groups were tested with a between subject design of the 24 participants.

The hypotheses investigated in this test are:

HI: there is a significant difference between the dependent variables in the automated

modes and the dependent variables in the baseline.

H2: there is a significant difference between the dependent variables of the two accuracy

levels.
3.7 Experiments’ Measures

Workload was assessed through NASA-TLX Raw version, where all of the six dimensions
are assumed to have equal weights, the total workload score is the mean of the values for

the six dimensions and it is referred to as RTLX score (Byers et al., 1989).

The performance of secondary task was also measured as the ratio of the number of
backpacks counted by participants in each mode to the actual number of backpacks in each
mode. The percentage obtained from this ratio considered to be the amount of spare

attentional capacity in that mode.

The reliance questionnaire which focused on five factors also is rated from 0-100. For four
of the questions which were correspondent to the factors proposed by Riley (1996), this
percentage is recorded. For effectiveness which was correspondent to the two other

questions, the average of the two was measured.
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3.8 Procedure

The recruitment of participants was done using flyers around the University of Nottingham
campuses. The participants were briefed about the experiment. After ensuring that the target
was not known by the participants through the pre-experimental test, they listened to the
audio description of the target. Since the mode of each video change after each trial a rules

reminder sheet was provided together with the zone numbers.

Participants were allowed to listen to the description twice and they could take note of it.
Baseline scenarios were presented first and were followed by NASA-TLX forms. Then
participants viewed the six automated video clips in a counter balanced order, and were
asked to fill in both NASA-TLX and Reliance questionnaire. Note must be taken that they
were asked to find and track the suspect in all of the video clips as their primary task and

also had to count the number of people with backpacks as their secondary task.

Finally they were debriefed about the experiment and filled a demographic questionnaire
related to their gender and age and were rewarded 8 pounds as a gift for their participation

in the experiment.
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4  Results
4.1 Experimental Baseline System
4.1 Experimental Automated Systems
1 G6% Accuracy Level
4211 NASATLX
4212 Secondarv Task Measures
42113 Rehance Factors
4.2.2 75% Accuracy Level
4221 MNASA-TLX
4222 Secondary Task Measures
4223 Reliance Factors

413 Comparison of the 66% and 75% Accuracy Levels
4.3 Comparison of Automated and Baseline Results

431 G6% Accuracy Level

432 75% Accuracy Level

4.4 Andio Description Results

4 Results

This chapter reports the results obtained from the experiment. The results have been
analysed statistically using SPSS 15.0. The statistical tests applied were within subject 2 by
3 repeated measures ANOVA, within subject paired sampled t-test and between subjects

independent sampled t-test.

Section 4.1 compares the RTLX scores and secondary task performance scores for the
baseline modes in both of the accuracy levels; section 4.2 reports the results of RTLX
score, secondary task performance and reliance factors in all of the experimental automated
conditions. Section 4.3 compares the automated modes and baselines in terms of their
RTLX scores and secondary task performance score for both of the accuracy levels and
finally section 4.4 reports the participants’ comments about how they used the audio

description to detect the target.

4.1 Experimental Baseline System

Baseline mode, which is a representative of a manual system, does not provide the operator
with any automatic aid. Both of the accuracy levels (66% and 75%) have a baseline case.

Since they are not automated, they are identical except for one thing. As noted in the
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previous chapter, in the 66% group the actor (target) appeared twice whereas in the 75%
group the actor appeared three times. This was the only condition that was considered in the

baseline scenarios.

The assumption is that the RTLX score and secondary task performance scores of the
baseline modes in the two accuracy groups should be similar. The results obtained from
NASA-TLX of the two baseline mode (Figure 4.1) show that the baseline mode with 75%

accuracy is less demanding in comparison to the 66% accuracy level’s baseline.

NASA-TLX
80
70
60
= 50 iy B
£ L HE6%
S m75%
3 30 —
o
20 1
10 4
D N T T LT LT . T .
Mental 'Phyrical ' Temporal Performance Effort ' Frustartion
Demand Demand Demand

Figure 4-1: NASA-TLX dimensions for both baselines
The RTLX score was calculated in both of the cases and the results are presented in Figure

4.2.

RTLX Score of the two baseline groups

80 5303

0 4319
Ll
x 40 B 66% baseline
8 10 RTLX Score
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B 20 RTLX Score
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Figure 4-2: RTLX score of the baseline modes in 66% and 75% accuracy level
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Furthermore, in order to obtain a value for the spare amount of attentional capacity, the
percentage of secondary task performance was calculated. Figure 4.3 shows the percentage

of secondary task performance in each of the baseline groups.

Spare attentional capacity of the two
baselines
482
= .
Z s 47.95
(1]
o 478
% AT 6 O 66% baseline spare
S : ;
L,
= 47.16 °
% 472 attentional capacity
o AT
o
& 468
A6 6
1

Figure 4-3: Spare attentional capacity of the baseline modes in 66% and 75% accuracy level

This graph shows that the secondary task performance of the baseline at the 66% level is
0.7 % higher than the secondary task performance of the 75% level. However, applying
paired sampled t-test between secondary score of the two accuracy groups and the RTLX

score of the two accuracy groups shows no significant difference (P>0.05).

4.2 Experimental Automated Systems

This section investigates the results obtained from both accuracy groups’ automated modes.
As mentioned in chapter three, there are six automated modes for each of the accuracy

groups.
4.2.1 66% Accuracy Level

4.2.1.1 NASA-TLX

The Automatic clips in the 66% accuracy group have been tested using a within subject 2

by 3 repeated measures ANOVA. The hypotheses investigated in this project are:
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H1: The main effect of functionality on the RTLX scores.
H2: The main effect of “confidence information” on the RTLX scores.

H3: The main effect of interaction of functionality and “confidence information” on the

RTLX scores.

Before applying the ANOVA, the data have been tested for the normality and homogeneity
assumptions. The cases which were not normal or were heterogeneous were transformed
using BoxCox transformation. Figure 4.4 shows the RTLX score of the six automated

modes in the 66% accuracy level.

RTLX score of six modes in 66% accuracy
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Figure 4-4: RTLX score of 66% accuracy group

Giving “confidence information” of the system had significant main effect on the RTLX
scores, F (2, 10) =6.910, p<0.05. Post hoc analysis among the three “confidence
information” levels shows that there is a significant difference between “no confidence”

level and “reliable confidence” level (p<0.01). Estimated marginal means of the RTLX
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scores shows that when the system gives reliable confidence information of its detection,
the RTLX score have the least value whereas when there is no confidence, the RTLX score

has the highest value (Figure 4.5).

Estimated Marginal Means or MEASURE_]

584

iy

RTLX Score

52+

No confidence Tnreliable Reliable
Information confidence confidence
Information Information

Figure 4-5: Marginal Mean of the three “confidence information” level on RTLX score of 66%
accuracy group

Each of the six NASA-TLX dimensions (mental, physical, temporal, performance,
frustration and efforts) has also been tested for the three hypotheses mentioned. Providing
“confidence information” to operators had significant effect on mental demand, temporal
and effort. Post hoc analysis of the three levels of providing “confidence information”
showed that there is a significant (P<0.05) difference between “no confidence information”
and “reliable confidence information”. The three other NASA—TLX dimensions
(performance, frustration and physical demand) were not significantly affected neither by
providing various levels of “confidence information” nor by introducing different types of

functionality.
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4.2.1.2 Secondary Task Measures

A 2 by 3 repeated measures ANOVA test was applied to investigate the following
hypotheses regarding the secondary task:

H1: The main effect of functionality on the secondary task performance.

H2: The main effect of the “confidence information” level on the secondary task

performance.

H3: The main effect of the interaction of “confidence information” and reliability on

secondary task performance.

Figure 4.6 shows the mean value of the secondary task performance in the 66% accuracy

group.
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Figure 4-6: secondary task performance of 66% accuracy

Having a “confidence information” significantly affects the capacity of attentional
resources, F (2, 10) =6.552 and P<0.05. Post hoc analysis revealed that the difference
between the ‘“No confidence information” and “Unreliable confidence information”
(P<0.05) as well as “No confidence information” and “Reliable confidence information”

(P<0.05) are also significant whereas the difference between the “Unreliable confidence
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information” and “Reliable confidence information” is not significant (P>0.05). Based on
the estimated marginal means, a system with “Reliable confidence information” has the
highest performance of secondary task (Figure 4.7). No other significant effects were

observed.
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Figure 4-7: Marginal Mean of the three “confidence information” level on secondary performance

score of 66% accuracy group

4.2.1.3 Reliance Factors

A series of 2 by 3 repeated measures ANOVA tests have been applied to investigate the

following hypothesis related to the reliance factors:
H1: The main effect of functionality types on the five reliance factors.
H2: the main effect of “confidence information” levels on the five reliance factors.

H3: the main effect of the interaction of functionality types and “confidence information”

levels on the five reliance factors.
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As mentioned in chapter three, the Reliance questionnaire was designed to subjectively
investigate five main factors associated with reliance of CCTV operators on automatic
surveillance systems: trust, state of learning, effectiveness, confidence and risk. Each of

these dimensions has been tested separately using a 2 by 3 repeated measures ANOVA.

None of the reliance factors has been significantly affected by the level of “confidence
information” or functionality types. Table 4.1 shows the independent variables of
functionality with two levels (Spot and Track) and levels of confidence information (no
confidence, Unreliable confidence information and Reliable confidence information) which

had the highest scores in each of the five reliance factors.

Reliance factor Functionality level Confidence information Level
Effectiveness Track No confidence information

Trust Track Reliable confidence information
Risk Spot Unreliable confidence information
Confidence Track Unreliable confidence information
State of Learning Track No confidence information

Table 4-1: highest scores for the five reliance factors in 66% accuracy

4.2.2 75% Accuracy Level

4.2.2.1 NASA-TLX

The Automatic clips in the 75% accuracy group have been tested using a within subject 2

by 3 repeated measures ANOVA. The hypotheses investigated in this section are:
H1: The main effect of functionality types on the RTLX scores.
H2: The main effect of various “confidence information” levels on the RTLX scores.

H3: The main effect of interaction of functionality types and levels of “confidence

information” on the RTLX scores.

The RTLX of the 75% accuracy group is presented in Figure 4.8.
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RTLX scores of the six modes in 75% accuracy group
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Figure 4-8: RTLX score of 75% accuracy group

Providing confidence information significantly affected the RTLX score, F (2, 10) =6.910,
p<0.05. Post hoc analysis showed that providing “unreliable confidence information” to
users significantly decreases their RTLX score compared to the case where the aid gives
“no confidence information” (P<0.05). Figure 4.9 shows the estimated marginal means of
RTLX score in the three “confidence information” levels. No other significant effects were

observed.
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Estimated Marginal Means of MEASURE_1

46.5-

46 0

s

o

[
|

RILX Score
T

44 .5

44,0

43.54

MNo confidence TUnreliable Reliable
Information confidence confidence
Information Imformation

Figure 4-9: Marginal Mean of the three “confidence information” level on RTLX score of 75%

accuracy group

The six dimensions of NASA-TLX (mental demand, physical demand, temporal demand,
performance, frustration and effort) have also been tested to investigate the main effect of
“confidence information” and functionality on each of the dimensions using 2 by 3 repeated

measures ANOVA and again no significant effect was observed.

4.2.2.2Secondary Task Measures

Figure 4.10 shows the mean score for the secondary performance in the 75% accuracy
group. A 2 by 3 repeated measures ANOVA test was used to investigate the following
hypotheses:

H1: The main effect of functionality on the secondary performance scores.

H2: The main effect of “confidence information” level on the secondary performance

SCOores.

H3: The main effect of interaction of functionality and “confidence information” level on

the secondary performance scores.
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Figure 4-10: secondary task performance of 75% accuracy group

“Confidence information” levels significantly affect the secondary performance score, F
(2, 10) =4.5111 and P<0.05. Furthermore, the main effect of the interaction of “confidence
information” levels and functionality is also significant F (2, 10) = 6.276, P<0.05. Post hoc
analysis of the “confidence information” levels shows that there is a significant difference

between “no confidence information” and “reliable confidence information” (P<0.05).

Figure 4.11 shows estimated marginal means of secondary performance in the three

“confidence information” levels.
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Estimated Marginal Means of MEASURE_1
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Figure 4-11: Marginal Mean of the three “confidence information” level on secondary performance

score of 75% accuracy group

4.2.2.3 Reliance Factors

The five reliance factors obtained from the reliance questionnaire were tested by a 2 by 3

repeated measures ANOVA test in order to investigate the following hypotheses:
H1: The main effect of functionality on the five reliance factors.
H2: the main effect of “confidence information” levels on the five reliance factors.

H3: the main effect of the interaction of functionality and “confidence information” levels

on the five reliance factors.

The main effect of “confidence information” level was found to be significant on two of the

factors: risk and trust. No other significant effects were observed.
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For risk: F (2, 10) =7.953, P<0.05, post hoc analysis of the three “confidence information”
levels shows a significant difference between “no confidence information” level and

“reliable confidence information” level (P<0.05) .Figure 4.12 shows the estimated marginal

means of risk score in the three levels.
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G644

e
[}
1

Risk Score
@
1

36

34

52+

504

] | I
No confidence Tmreliable Rehable
Information confidence confidence
Information Information

Figure 4-12: Marginal Mean of the three “confidence information” level on risk score of 75% accuracy

group

For trust, F (2, 10) =7.816, P<0.05, post hoc analysis shows significant difference between
“unreliable confidence information” and “reliable confidence information” levels (P<0.05).

Figure 4.13 shows the estimated marginal means of trust score in the three levels.
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Estimated Marginal Means of MEASURE_1
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Figure 4-13: Marginal Mean of the three “confidence information” level on trust score of 75% accuracy
group
Table 4.2 is based on a results obtained form the reliance questionnaire in all six automatic

modes. The functionality types (Spot or track) which led to better reliance scores in each of
the five factors is shown in the second column on the Table 4.2. The “confidence
information” level which has higher scores in each of the five factors is shown in the third
column of the table. Those marked with an asterisk in the “confidence information” level
column were found to be significantly different comparing to the other two “confidence

information” levels,

Reliance factor Functionality level Confidence information Level
Effectiveness Track Reliable confidence information
Trust Track Reliable confidence information*
Risk Spot Unreliable confidence information*
Confidence Track No confidence information

State of Learning Track Reliable confidence information

Table 4-2 : highest scores for the five reliance factors in 75% accuracy
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4.2.3 Comparison of the 66% and 75% Accuracy Levels

In this section the total scores of RTLX, secondary task performance and reliance factors’
scores in the two accuracy groups have been compared. This was done using a between
subject independent sampled t-test. The hypotheses tested in this part of the experiment

arc:

HI1: There is a significant difference between the RTLX score of 66% and RTLX score of

75% automated modes.

HO: There is no significant difference between the RTLX score of 66% and RTLX score of

75% automated modes.

The RTLX scores of the two groups have been tested and the only mode which showed
significant difference between the two accuracy levels was “no confidence spot” (P<0.05, 2
tailed). The RTLX score for the “no confidence spot” at the 66 % accuracy level was

significantly higher (mean=59.23) than RTLX score in the 75% level (mean=46.11).

H1: There is a significant difference between the secondary task performance score of 66%

and secondary task performance score of 75% automated modes.

HO: There is no significant difference between the secondary task performance score of

66% and secondary task performance score of 75% automated modes.

Secondary task performance of the two accuracy groups has been tested; no significant
difference was observed among any of the automated modes between the two accuracy

levels.

HI: There is a significant difference between the reliance factors’ score of 66% and reliance

factors’ score of 75% automated modes.

HO: There is no significant difference between the reliance factors’ score of 66% and

reliance factors’ score of 75% automated modes.
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Testing the five reliance factors against the hypotheses revealed that only “effectiveness”
scores in the “No confidence Track” mode of the 66% accuracy level is significantly
different from “effectiveness” scores in the “No confidence Track™ mode of 75% accuracy.
The 66% accuracy level has a better effectiveness score in the “No confidence Track” mode
(mean=70.00) than the effectiveness score of “No confidence Track” mode in the 75%

accuracy (mean=60.20).

4.3 Comparison of Automated and Baseline Results

RTLX and secondary task performance scores for the experimental automatic and baseline
systems have been compared by a within subject paired sample t-test. The pairs used for
investigating the hypothesis listed below were: (No confidence Spot, baseline), (No
confidence Track, baseline), (Unreliable confidence Spot, baseline), (Unreliable confidence
Track, baseline), (Reliable confidence Track, baseline) and (Reliable confidence Track,

baseline).

HI1: There is a significant difference between RTLX score and secondary task performance
score of the automatic systems and RTLX and secondary task performance score of

baseline.

HO: There is no significant difference between RTLX score and secondary task
performance score of the automatic systems and RTLX score and secondary task

performance score of baseline.

4.3.1 66% Accuracy Level

The results show a significant difference between secondary task performance score of
baseline and “Unreliable confidence Spot” (P<0.05); baseline and “Reliable confidence
Spot” (P<0.05); baseline and “Unreliable confidence Track” (P<0.05); and baseline and
“Reliable confidence Track” (P<0.001). No other significant differences were observed

(P>0.05).
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4.3.2 75% Accuracy Level

The results show that there is a significant difference between secondary task performance
score of baseline and “Unreliable confidence Spot” (P<0.01); baseline and ‘“Reliable
confidence Spot” (P<0.05); baseline and “No confidence Track™ (P<0.01); and baseline and
“Reliable confidence Track™ (P<0.001). No other significant differences were observed

(P>0.05).

4.4 Audio Description Results

The methods adopted by participants to identify the target are different. Based on the audio
description they had information regarding the height, weight, clothing, age, gender and
ethnicity of the target. All of the participants used information about clothing as their main
source of information, two out of the 24 students used height and weight, one of the
participants noted that “weight and height was useless because I was not familiar with
standard metrics and could not convert them”. Two of the participants used clothing for the
first identification and then used gait which is the pattern of movement developed by body

joints.
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5 Discussion
The findings of this project suggest that providing information regarding the confidence of

alarms for even an imperfect automatic surveillance system can improve the quality of the
surveillance. Automatic surveillance systems are far from being satisfactory; however
taking human operators into account during the design of even an imperfect surveillance
system significantly increases the performance.

There are many studies in the literature which emphasise the role of the workload
assessments for designing better human automation interaction. Surprisingly unlike auto
pilots and automatic glass cockpits or automatic cruise controls, research on workload
assessment for automatic surveillance system seems to be scarce. Similar studies in
assessing workload of other automatic aids such as adaptive cruise controls were used for
comparison of results obtained in this experiment.

This chapter aims to discuss the findings of this project and their implications. Section 5.1
discusses the results obtained from two baseline scenarios (both manual cases) in either of
the accuracy groups. The extent to which the experimental automatic surveillance system
differs from the manual surveillance is discussed in section 5.2. Section 5.3 notes which
functionality type is preferred, section 5.4 discuss various levels of “confidence
information”. Finally accuracy of the automated surveillance systems is discussed in section

5.5.

5.1 Baselines’ differences
Although the difference between the baseline scores of the two accuracy levels was not

significant, the 75% accuracy level baseline video clip seems to reduce the workload

demands and enhance the performance. However, the only difference between the 66% and

Nastaran Dadashi 68



Automatic Surveillance and CCTV Operator Workload

75% accuracy levels is that in the latter the number of appearances of the target increases.
Initially the assumption was that since the target appeared once more than the 66% level
baseline and because both video clips were displayed to the participants for similar lengths
of time (i.e., two minutes), the operator’s workload would be more the 75% level. The
results of the experiment proved thus assumption to be wrong. This is due to the increase in
the level of arousal. As Megaw (2005) has rightly pointed out, the level of arousal
influences operators’ workload and it can change the direct relationship of task demands
and workload. However this does not mean that surveillance of crowded places will lead to
better performance, since the two baselines are identical and the only difference is just an

extra appearance of the target in the 75% accuracy level.

5.2 Automatic vs. Manual Experimental Surveillance Systems
Comparing the automatic system with the manual system, it became apparent that the

[which system] did not significantly decrease subjective workload score (RTLX) for either
of the accuracy groups. Nilsson, (1995) and Ward et al. (1995) obtained similar results from
an automatic adaptive cruise controller. One of the possible reasons of the unchanged
RTLX scores is due to the duration of each trial (two minutes) and the fact that reactive
monitoring is not as tedious as proactive monitoring. If the duration of the trial was longer
than two minutes then it might have affected the RTLX scores too.

However in some modes of the experimental automatic system, the workload score for the
secondary task performance was increased. In other words, the spare attentional capacity
for the automated mode is superior to the spare attentional capacity of the baseline. This
finding is similar to results of an experiment performed by Stanton et al. (1997) where
automatic cruise controls significantly improved the secondary task performances. The
duration of each trial in the study reported by Stanton et al. (1997) was two minutes. Young
and Stanton (2002) revised the Stanton et al’s (1997) experiment by just changing the
duration of trials to 10 minutes and found that the secondary task performance will not
significantly differ in the automated modes.

When the system is 66% accurate, in both of the functionality levels (spot and track) it
should give the some level of “confidence information” (unreliable or reliable) to increase

the spare attentional capacity. This trend is slightly different in the 75% accuracy level; it
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seems that when the functionality of automatic system is set to “tracking”, regardless of the
level of “confidence information”, spare attentional capacity is improved. On the other
hand, when the functionality is “spotting”, if the system does not provide “confidence
information” (No confidence Spot), the amount of spare attentional capacity will not
increase, whereas in the other two levels of “Unreliable confidence Spot” and “Reliable
confidence Spot” the spare attentional capacity is increased.

These results show that although automation does not change the subjective rating of
workload compared to the manual monitoring, but it can improve the performance by

providing operators with more spare resources.

5.3 What task should be prioritised?

Two automated tasks were investigated in this project: Spotting and Tracking. Although
automated tracking systems gave better RTLX and secondary task score, they did not
improve the performance significantly. As noted in Section 2.2.3, current tracking
automated systems are more accurate. Perhaps one of the important results obtained from
this experiment is that regardless of the accuracy of the automated tracking or spotting,
operators find automated tracking more useful and less demanding. The reason is that when
an automatic system spots the wrong target, the task demands will increase. Whereas in the
automatic tracking mode, if there is any mistakes operator can simply ignore it because they
have already spotted the true positive target.

Furthermore, in terms of the reliance factors as it was shown in tables 5.1 and 5.2, the
automated tracking system was more effective, more trustworthy, and easier to learn,
increased the confidence of operators and was less misleading and risky. Riley (1996)
stated that by considering the reliance factors, the use of automation will be encouraged and
this will offer the operators a good understanding of various facets of their decision making
process.

The means of assessing reliance factors in this study was limited to a short questionnaire.
This might explain the non significant effects; however since participants had to fill in two

questionnaires after each trial, having a long, detailed questionnaire would cause frustration
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and would affect the whole experiment. These results suggest that further research on the

reliance factors is required.

5.4 How helpful is an informative system?

One of the most important findings of this project might be the confirming the fact that
providing operators with information about systems’ confidence in the alarms, significantly
decreases workload and increases spare attentional capacity. This was the case in both of
the accuracy levels. Moreover in the context of automatic surveillance systems, there are
many challenges to develop an ideal and fully functional automatic surveillance system.
The results of this project suggest that with human-centred approach towards automation
the effectiveness of the current technology can be increased. Providing feedback about the
systems’ reliability is a way of making status of the system more visible to users and hence
more usable.

“Confidence information” also affects the reliance factors. Although in the 66% accuracy
level none of the reliance factors were significantly affected, when the system gives no
information about the alarms generated (No confidence information), the effectiveness
score is higher. The reason might be that since there is no colour differentiation in this
mode it is easier to learn..

Providing the operator with unreliable information about system’s level of confidence can
increase the risk, since it can be misleading. Finally when the system gives reliable
information about the alarms generated, operators’ subjective level of trust is higher than

the other two modes.

5.5 How much accuracy is good enough?

The subjective workload score (RTLX) of automated spotting system, when it does not give
any information (No confidence Spot), is significantly lower in the 75% accuracy group
compared to the 66% accuracy level. In terms of secondary performance scores, although
the amount of spare attentional capacity has increased in the 75% accuracy level compared
to the 66% accuracy level, this improvement is not significant. This suggests that although
the subjective workload score decreases due to the increase in accuracy, the performance of

secondary task will not significantly deteriorate. Furthermore, for the reliance factors of
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each of the automated modes in both of the accuracy levels, the effectiveness of “No
confidence Track” in 66% accuracy level was significantly better than the effectiveness of
“No confidence Track” in 75% accuracy level.

Note must be taken that the accuracy of this experimental automatic system is only
determined by the rate of true positives against the total detections. The accuracy of an
automatic surveillance system is affected by many factors, as it has been described by
PETS and FERET evaluation methods (Dee and Valestine, 2007). Simplification in this
experiment might have caused some type Il errors in cases that were reported non
significant. But the only significant case was found strongly suggests that although increase
in the accuracy has the potential to increase performance and decrease workload but it will
not necessarily increase the subjective effectiveness of the automatic system, which might

decrease the reliance on automation.
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6 Recommendations and future work

This project generates a series of recommendations for the design of future automatic
surveillance systems. Perfect automatic surveillance systems which are fully functional and
accurate in real life situation seem to be out of rich for the time. However, current systems
can simply improve by giving information regarding the reasons of automatic choices,
similar to the (Dzindolet et al., 2003), to know why aid made errors or in this project to
know what are the aid’s decisions are based on, will increase their trust in the aid.

Although the “unreliable confidence information” which is an imperfect feedback can cause
confusion, it still increases operators’ performance. Applying this notion in the design of
future automatic surveillance systems is feasible and it does not require any technological
advancements.

Furthermore, considering the functionalities, automatic tracking systems seem to be more
effective. Hence a system in which the operator detects the target manually and lets the
system to continue tracking and reporting targets’ destination seems to be helpful. Note
must be taken that this recommendation is for moderately busy locations where operators
can detect better than the system. It is necessary to investigate the validity of thus
recommendation for highly crowded locations.

The increase in the accuracy of the system will not necessarily lead to a better performance.
Although only a very simple implication of accuracy has been applied in this project, it
might suggest that a 9% increase in the accuracy, the transition from 66% to 75%, will not
significantly affect the performance, the question of the extent to which higher levels of
accuracy (higher than 75%) affect the performance of automatic surveillance systems needs
to be addressed. Limitations towards the increase of accuracy in automatic surveillance
systems as mentioned in Chapter two re-emphasise the importance of focusing on
improving performance with a way which is independent from vision algorithms’
efficiency.

Further research in various dimensions of human automation interaction can elaborate more
rigorous guidelines for the design of future automatic surveillance systems. This study did
not consider the effect of skill and all of the participants are novice operators. Future
research can investigate how expert operators interact with automatic surveillance systems.

As mentioned earlier, the automatic system tested in this study was a very simplified mock
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up with a straightforward definition of accuracy; it will be interesting to design a more
functional robust prototype of automatic surveillance system with more distant levels of
accuracy.

Automation has long been a tool to maintain the situation awareness of operators in
dynamic environments. There is a relationship between situation awareness and mental
workload as described in (Warm., et al., 1997). An ideal system is one which increases
operators’ situation awareness and decreases his/her mental workload and these should not
be considered independent from each other. In the current project these two concepts are
connected to each other. If the operator’s mental workload somehow decreases through
automating some aspects of the task, he/she can spent more time and attention on other

tasks and consequently his/her situation awareness will increase.
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Appendices

Appendix I: Counter Balancing Sheet
Key:

NT-> No confidence Track

NS-> No confidence Spot

US-> Unreliable confidence Spot
UT->Unreliable confidence Track
RS> Reliable confidence Spot

RT~= Reliable confidence Track

NT US RS RT UT NS

US RT NT NS RS UT

RT NS US UT NT RS

US UT RT RS US UT

UT RS NS UT RT US

RS NT UT US NS RT
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Appendix II: Experiment Questionnaires and forms
Consent form:

I, Nastaran Dadashi would like to thank you for your participation in this experiment; it is a
final part of my Masters course, MSc Interactive Systems Design in School of Mechanical,
Materials and Manufacturing Engineering and School of Computer Science, under the

supervision of Dr.Alex Stedmon and Dr.Tony Pridmore.

In this experiment which will take about an hour you will be asked to perform eight sets of
observational and monitoring tasks each contains video clips of two minutes length. After
briefing about the experiment you will be asked to fill in two questionnaires, the result of

the questionnaire will then be analysed by statistical softwares.

Participation in this experiment is strictly voluntary and you may withdraw at any
point. Your participation in this experiment is anonymous and the records of your

participation will be kept strictly confidential.
If you felt any inconvenience at any stage of the experiment please make sure that you
inform me.

For any questions regarding the experiment please do not hesitate to ask me.

Participation Consent

I confirm that I have read and understood the above information and description of the

study and agree to take part

Nastaran Dadashi &1
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Information sheet:

Title of Project:

Reducing workload in CCTV monitoring
Researcher name and contact information
Nastaran Dadashi, psxnd@nottingham.ac.uk

Supervisor’s name and contact information

Dr. Alex Stedmon (Alex.Stedmon@nottingham.ac.uk)
Dr.Tony Pridmore (tpp@Cs.Nott. AC.UK)

Aim of the project

The aim of this project is to understand whether automated surveillance system can
improve operator’s performance, mainly the two aspects being analysed in this project are
functionality of the automatic system and the level of confidence operators have in such
automatic systems.

Participation in the study

Participation in this study is voluntary and participants are able to withdraw at any time,
name or any specific demographic information is not required for this project. The
researcher will be available during the research phase of the study to answer any questions
participants may have.

Use of study findings

No individual data will available to anyone but the researcher. All individual data collected
will be kept confidential, the data collected will then be analysed a statistical software. The

identity of participants will keep anonymous in the report of the results.
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Pre-experimental test:

Do you recognise any of the persons in the pictures? Please tick as many as appropriate.
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Results sheet:

Spot
right

Track
right

Ilissed
Ilistake

[znored
right

Back pack

Comroents

M3

NT

K]

uT

ET
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NASA-TLX pro forma:
Mental Workload Questionnaire (NASA-Task Load Index) Task code................

This questionnaire is designed to assess the level of difficulty you associate with the tasks
you performed in the experiment. Please rate the level of difficulty by placing marking the

appropriate point anywhere on each line to indicate your workload estimate.

1) Mental Demand
How much mental and perceptual activity was required (e.g. thinking, deciding, calculating,
remembering, looking, searching, etc.)? Was the task easy or demanding, simple or

complex, forgiving or exacting?

LOw | | | | | | | | [ | | HIcH
1] 10 a0 30 40 0 al Tn 0 an 100

2) Physical Demand
How much physical activity required (e.g. pushing, pulling, turning, controlling, activating,

etc. )? Was the task easy or demanding, slow or brisk, slack or strenuous, restful or

laborious?

Low | | | | | | | | | | | HIcH
i 10 20 30 a0 50 &0 70 20 a0 100

3) Temporal Demand

How much time pressure did you feel due to the rate or pace at which the tasks or task

elements occurred? Was the pace slow and leisurely or rapid and frantic?

Low | | | | | | | | | | | HIcH
1] 10 a0 30 40 50 &l Tna 20 an 100
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4) Performance
How successful do you think you were in accomplishing the goals of the goals of the task
set by the experimenter (or yourself)? How satisfied were you with your performance in

accomplishing these goals?

Low | | | | | | | | | | | HICH
a 10 20 30 4a 50 1] T 20 Qa 100

5) Effort

How hard did you have to work (mentally or physically) to accomplish your level of

performance?

Low | | | | | | | | | | | HICH
a 10 20 30 4d 50 1] T 20 a0 100

6) Frustration Level
How insecure, discouraged, irritated, stressed and annoyed( high levels of frustration),
versus secure, gratified, content, relaxed and complacent (low levels of frustration) did you

feel during the task?

LOw | | | | | | | | [ | | HIcH
a 10 a0 30 40 0 al i 0 an 100
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Reliance Questionnaire:

Please answer to the following questions by marking anywhere on the scale below.

1. How much trust you have in the system?

Do not | | | I | I | | | | | Trustit
tust it at 0 10 20 30 40 50 il i} E0 an 100 completely
all.

2. How did you understand the information presented to you.

Not I | I I | I I I [ I | Completely
understood atg 10 0 30 40 50 éil 0 &0 20 10ymderstood
all

3. How helpful did you think the automatic system was?
Not Helpful l I l | | | | | | | | Completely
at all 0 10 20 30 40 50 0 70 20 50 100 helpful

4. How can you spot/track the suspect comparing to the automatic system?

Worse [ | I I I I I I I I | Better than
thanthe 0 10 20 30 40 50 60 10 a0 o0 100 the svstem
systemn

5. How easy was the system to use?

Not easy at [ | I I I I I I | I

¢ ompletely
all 1] 10 20 30 40 50 al n 20 20

100 easy

6. How misleading the automatic system was?

Not I | I I I | I I [ I | C‘Dl’ll]_ll?t?].}_"
misleadng 0 10 20 30 40 a0 al 0 =0 =] 100 misle ading
at all

Participation Record
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confirm that I have completed viewing the eight video
clips as required in the experiment .I understand that upon submission the expense form I

shall receive £ 8 for completion of the experiment.
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