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1. Question One — COMPULSORY (20 marks)

a) Describe and compare at least 3 different Authentication mechanisms.

(6)
b) What is the difference between a subject and an object in access control?

(4)
c) What are the main security problems with GSM?

(6)

d) Explain how firewalls can improve network security and what their main limitations

are.

(4)

2. Question Two (20 marks)

a). In GMS networks what is TSMI, and what can it be used for?

(3)
b) What are IMSI catchers?

(2)
c) What is “password salting”?

(3)
d) What security mechanisms and vulnerabilities does Bluetooth have?

(6)
e) What is UMTS? Describe its security architecture.

(6)
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3. Question Three (20 marks)
a) Describe information hiding technique.
(3)
b) Describe Single Sign On.
(2)
c) Describe and compare WEP, WPA and WPA?2 security architectures.
(10)
d) Explain how Denial of Service can be achieved by using TCP SYN flood.
(5)
4. Question Four (20 marks)
a) Describe Chip & PIN Relay Attack.
(5)
b) What are the security issues with RFID technology.
(4)
c) Describe the difference between active and passive network attacks and give
examples.
(5)
d) Describe the two major security mechanisms that IP Security is based on.
(6)
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